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TOM TAT

Bai viét trinh bay trng dung md Hamming (7,4) trong viéc phdt
hién va stra 16i dnh bi nhiéu khi truyén qua méi truomg voé tuyén. Mé
hinh truyén théng st dung mdy tinh két néi module thu phdt NRF24L01
dé'truyén dnh den trdng da dwoc md héa bing md Hamming nhdm tdng
do tin cdy. Mbi khéi 4 bit div liéu dwoc md héa thanh 7 bit va truyén qua
kénh vé tuyén. Két qud cho thdy md Hamming (7,4) c6 khd ndng stra
dwoc 161 don (1 bit) trong mébi khung di¥ liéu, gitip phuc hoi dnh chinh
xdc. Tuy nhién, khi s6 16i vieot qud 1 bit/khung, md khéng con hiéu qud.
Nghién citu khdng dinh tinh khd thi ciia md Hamming trong truyén dnh
véi mikc nhiéu thdp va mé ra huéng phdt trién cdc md manh hon cho
cdc kénh truyén cé ty Ié 16i cao.

ABSTRACT

This paper presents the application of Hamming (7,4) codes for
error detection and correction in noisy image transmission over
wireless channels. The communication model utilizes computers
connected to NRF24L01 transceiver modules to transmit binary images
encoded with Hamming codes to enhance reliability. Each 4-bit data
block is encoded into 7 bits and transmitted over the wireless link.
Experimental results demonstrate that the Hamming (7,4) code can
successfully correct single-bit errors per transmission frame, allowing
accurate image recovery. However, when the number of errors exceeds
1 bit/frame, the code fails to correct the errors. This study confirms the
feasibility of using Hamming codes for image transmission with low
noise levels and highlights the need for stronger error correction codes
for transmission channels with high error rates.

1. bit van dé/Gidi thiéu

Trong cac hé théng truyén thong khéng

trinh truyén tai la 4p dung cac ky thuit ma
héa kénh dé phat hién va stra 16i.

day, dit liéu s6, bao gom ca hinh anh, thwong
phai d6i mat véi nhiéu yéu té giy suy giam
chit lwgng trong qua trinh truyén tai. Cac
anh hwéng nhw nhiéuy, suy hao tin hiéu, giao
thoa da dwong va fading c6 thé lam sai 1éch
thong tin g6c, din dén mat mat hoic bién
dang dir liéu. Mot trong nhitng giai phap
quan trong nham cai thién do tin cdy clia qua

2. Tong quan nghién ciru, co’ s& ly
thuyét va phwong phap nghién ciru

Trong bai bdo nay sé trinh bay cac
nguyén ly co ban cia ma Hamming (7,4) va
cach 4p dung ma Hamming (7,4) dé ma hoa
va gidi ma kénh dé gidm thiéu 16i trong anh
nhin dwoc. St dung phdn mém Matlab dé
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thwc hién qua trinh ma hoa va giai ma dir
liéu birc anh can truyén cling nhu gay nhiéu
1én birc anh khi truyén tir diém phat dén
diém thu, s dung bd thu phat vé tuyén
NRF24L01 dé truyén birc anh qua khong
gian tw do. Danh gia kha ning stra 16i clia ma
kénh khi bttc anh bi cdc mirc nhiéu khac
nhau tac dong. So v&i cac nghién cru trueédc
diy chu yéu tip trung vao phan tich ly
thuyét hodc mo phong, bai bio nay da trién
khai thyc nghiém rng dung ma Hamming
(7,4) trong truyén anh qua kénh vo tuyén
st dung module NRF24L01. Nghién cttu
khong chi xac nhan kha ning stra 16i 1 bit
cia ma Hamming trong diéu kién truyén
thwc t€ ma con danh gid trwc quan chéit
lwong anh thu dwoc sau gidi ma. Két qua
lam rd pham vi #ng dung hiéu qua cia ma
Hamming (7,4) trong mdi trwong nhiéu
thap, déng thoi chi ra nhu cau st dung cac
ma manh hon d6i véi kénh c6 ty 18 16i cao.

3. Néi dung

3.1. M6 hinh ctia hé truyén thong s6

Ngudn tin N
(dit liéu)

Dmh‘.d“'n.lg—n-l Ma hoa L Diéu ché
nguon tin kénh

A
4_Dmh‘AdalFlg‘ﬂ (_:lH.l 1}13 r |Giaidicu| 4
nguon tin| | héa kénh ché

Xdc dinh
nguon tin

Hinh 1. M6 hinh don gidn ctia hé truyén
théng s6

M6 hinh ctia hé truyén théng sé dwoc
mo ta trén hinh 1, trong qua trinh truyén s6
liéu do tac dong ctia nhiéu lén kénh truyén
lam cho di¥ liéu nhan dwgc & may thu sé bi
sai léch. D& stra dwoc cac 16i do yéu td kénh
truyén hé théng cin dwoc mi hoa bang bod
ma kénh & may phat va gidi ma & may thu
bang bd giai ma kénh. Ma Hamming (7,4) c6

kha ning phat hién va stra mot 16i bit don
trong qua trinh truyén, giap cai thién do tin
cay cua dit liéu nhan dworc.

3.2. Nguyén tdac ma hod

Ma Hamming (7,4) hoat dong bang
cach nhan vector dir liéu dau vao véi ma
tran sinh G dé tao ra ma hiéu c6 thé stra 16i.
Qua trinh ma héa dwoc thwe hién nhw sau:

Buéc 1: Biéu dién 4 bit dit liéu dy, dz, ds, ds

Bwéc 2: Tinh 3 bit kiém tra p1, p2, ps3
dwa trén t6 hop tuyén tinh cia cac bit.

Bwére 3: Ghép 4 bit dir liéu va 3 bit kiém
tra thanh 7 bit ma hoéa.

Quad trinh chuyén do6i tir khoi tin thanh
tr ma dwgc thwe hién trong bd ma hoa.
Chtrc nang cia bd ma hod Hamming (nk)
dwoc dac trung béi ma tran sinh G. Ma trén
G dwoc xay dung nhuw sau:

_I/l_ Yu VYoo oo Vl;ﬂ
Vor, Vo - - - Wy,
) ) ol
G=|. |- ()
Ve
S WY Ve - anj

Vi, Va,... Vie Cac vec to ma thanh phan
ciia b6 ma Hamming (n,k)

Qua trinh ma hoa véi ma khoi (n,k) vé
mat toan hoc la phép nhan ma tran:

U=mG (2)

trong d6 m la vector ban tin; G la ma
tran sinh ctia b6 ma.
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NN

(uyttyseestt, ) = (my,my,.ccom ) x| 3)

i
() tty,cstt,)=mV, +mV, + ...+ mV, (4)

Ma trdn sinh cia ma Hamming (n,k)
dwoc xac dinh nhu sau:

G= I:Ik |P:| hoic
G=|Pl, | (5)

trong dé: Ix 1a ma trdn don vi kich
thwée kxk; P 1a ma trdn kich thwére kx(n-k).

1o -0 by P o P

01 0 6
UL R

00 1 py Py P
Bat c* mot ma tuyén tinh nao ching ta
déu c6 thé tim dwgc mét ma tran H ¢6 kich
thwéc (n-k)xn ¢6 tinh chat true giao véi ma
tran G: GH' =0

trong dé: H con dwoc goi 1a ma tran
kiém tra chan 1 va cc hang ctia né 1a cac
vector doc 1ap tuyén tinh. V&i ma Hamming
(n,k) thi H dwoc xay dwng nhw sau:

H=|1,|P"] ™)
3.3. Xwr ly 16i déi véi md@ Hamming
Ta c6 biéu thirc:

r=U+e (8)

trong do: ky hiéu tir ma nhan dwoc &
phia thu: = (I’l,rz,...,rn), e dwoc goi la

mit na 16i cling 12 mot vector n thanh phan:
e=(e.e,,....e,) 9)

Viéc xac dinh 16i trong dit liéu nhan
dwoc & phia may thu théng qua viéc tinh gia
tri cta théng s6 goi la syndrome S.
Syndrome S ctia tir ma r twong (rng véi mat
nal6i e duoc xac dinh nhw sau:

S=rH" =eH" (10)
ST =Hr" (11)

S 1a mot vector (n-k) thanh phan. S
chi ra vi tri cia Bit 16i trong chudi nhan
dwoc (chi véi treomg hop 16i don) thong
qua bang anh xa 16i.
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Bang 1. Moi twong quan gitta Syndrom
Svavéctoldie
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Hinh 2. Mé hinh hé thong truyén dnh
qua kénh vé tuyén st dung md kénh

Hinh 2 mé ta qua trinh truyén birc anh
qua kénh vé tuyén. Birc dnh nhin dwoc &
phia thu c6 thé sé& bi nhiéu dan dén hinh anh
nhan dwoc khong trung thuec, bi sai léch c6
thé din dén nhan dién bi sai nhuw dwoc thé
hién & anh sau khdi nhiéu trén mo hinh.
Nhung nh¢ qua trinh ma hoa & may phat va
gidi ma & may thu déi véi ma kénh, birc anh

thu dworc sé khoi phuc giéng nhw & phia phat
da gt di, trén hinh 2 dwoc thé hién bang birc
anh nhan dwoc sau khéi gidi ma kénh.

3.4. Két qua thwc hién

Trong nghién ciru nay, sé truyén
mot birc anh gitta hai may tinh véi nhau
théng qua méi trueong vo tuyén nhw hinh 3.

)=

NRF241L01

NRF241.01

Hinh 3. Thiét bi truyén bitc dnh qua
kénh vé tuyén

May tinh phia truyén sé thwc hién
thuat todn ma hoa ma Hamming (7,4), Vi
dung lwong cta birc anh mau rat 16n nén
dé gidm dung lwong birc dnh gitp cho qua
trinh truyén birc anh nhanh hon nhwng
khéng anh hwdéng dén qua trinh danh gia
thi nghiém, birc anh sé dwgc chuyén tw
anh mau thanh anh den trang. Vi anh den
trang dwoc biu dién béi gidtrilaOva 1
(1 twong rng v&i 255) lic nady moi diém
anh sé chiém dung lwong 1 bit ctia ctia bd
nh¢é thay vi 24 bit nhw anh mau nén dung
lwong sé dwoc giam 24 lan. Hinh 4 biéu
dién ma tran diém anh cta birc anh véi 20
dong va 20 cot dau tién.

T T%5T
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Hinh 4. Qud trinh bién doi birc dnh dé truyén qua kénh vé tuyén
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Ma Hamming (7,4) chira 4 bit théng tin
va 3 bit kiém tra nén khi truyén birc anh ta
sé lan lwot truyén 4 bit mot, khoi 4 bit nay
sé dwoc thém vao 3 bit kiém tra dé duoc
mot tir ma hoan chinh 7 bit va dwoc truyén
qua moéi tredng vo tuyén nho khoi thu phat
vb tuyén NRF24L01 lam viéc & dai tin
2,4GHz. Thuit todn qua trinh truyén dir liéu
dwoc thé hién trén hinh 5. Viéc diéu khién
phat vo tuyén cho thiét bi phat NRF24L01
dwoc thwe hién béi arduino, giao tiép dir
liéu gittra arduino va may tinh s dung
chuén giao tiép uart khung 8 bit dir liéu nén
ta c6 chén thém vao tir ma Hamming 7 bit
mot bit 0 vao cubi tir ma dé da khung dir
liéu 8 bit truyén di, phia thu sé loai bo bit
dwoc thém vao nay. Thuit todn qua trinh
thu dit liéu dwoc thé hién trén hinh 6.

Bit dau

Truyén hét bire anh ?

Chon 4
diém anh
Mai hoa
Hamming(7,4)

¥

Gay nhiéu lén
dir liéu truyén

¥

Truyén dit lidu

A 2

Két thic

Hinh 5. Thudt todn truyén di liéu birc
dnh

Trwong hop c6 1 bit1di trén mdi khung
truyén: Trén mdi khung dir liéu truyén di
ching ta s& gy nhiéu trén mot bit mang dir
liéu thong tin diém anh, nghia l1a sé dao gia

tri cia bit nay. Qua trinh thwc nghiém trén
mo hinh cho thiy, sau qua trinh giai m3, birc
anh nhan duoc khong con bi nhiéu, nghia la
ma Hamming (7,4) c6 kha nang sttra dwoc 1
10i bit trong khung dit liéu truyén. Qua trinh
thi nghiém trén mé hinh xay dwng tiép tuc
thir nghiém véi tac ddng giy sai s6 trén 2 bit
cia moi khung dit liéu truyén. Két qua &
phia thu sau khi gidi ma Hamming (7,4),
btrc anh thu dwoc 1a mot birc anh bi nhiéu,
diéu d6 chirng t6 ma Hamming khong c6
kha ning stra dwoc 16i khi khung dit liéu bi
sai tir 2 bit tré 1én. Cac két qua nay hoan
toan phu hop véi ly thuyét vé ma Hamming
(7,4) chi stra dwoc t6i da sai s 1 bit 16i.

Bit du

Thu dir liéu
nhin duoc

Tinh
Syndrome S

v

Xac dinh
véc to 1ol e

Pao ‘L tri
bit 161

v

Két thue

Hinh 6. Thudt todn thu di¥ liéu birc dnh

Hinh 7 thé hién két qua thi nghiém
thwc hién qué trinh truyén birc anh trong 2
trwong hop, nhanh trén la treong hop gay
nhiéu 1én 1 bit khung truyén. Két qua thu vé
dwoc birc anh sau gidi ma la birc anh da
dugc khoi phuc nho stra dwoc cac bit bi 16i.
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Nhanh dwéi 1a trweong hop truyén birc anh
khi gay nhiéu lén 2 bit khung truyén. Két
qua thu dugc birc anh bi nhiéu do khong
stra dwoc cac bit 16i. Cac qua trinh xr ly dit

Gy nhidu
> lén 1 bit
khung truyén

Gay nhiéu
1én 2 bit
khung truyén

]

liéu ctia birc anh dwoc thwe hién trén phan
mém Matlab, qua trinh truyén dir liéu dworc
thwc hién b&i may tinh, arduino va moé dun
thu phat RF NRF24L01.

o Gidi ma
Hamming(7.4)

N Giai ma
Hamming(7.4)

Hinh 8. Cdc qud trinh gdy nhiéu khdc nhau Ién btrc dnh

4. Két luan

Qua qua trinh nghién ctru truyén birc
anh qua méi treong vo tuyén chiu tac ddong
ctia nhiéu tac dong 1am ndi dung thong tin
bi sai 1éch, két qua phia thu nhin dwoc bic
anh bi can nhiéu din dén sai l1éch thong tin.
Str dung ma Hamming (7,4) c6 thé stra dwoc
16i va khoi phuc dwoc birc anh néu trén 1
khung dit liéu truyén c6 1 bit bi 16i. Khi c6 2
bit trér 1&n bi 16i trén 1 khung truyén thi ma
Hamming (7,4) khong c6 kha ning stra 10i.
Ngoai danh gia truwc quan chit lwgng anh,
nghién ctru con bd sung cac chi tiéu dinh
lwong gom ty 1é 16i bit (BER) va ty 1 16i

khung (FER). Két qua thwc nghiém cho thay,
khi mbi khung dit liéu chi xuat hién tdi da
mot 16i bit, BER va FER sau gidi ma
Hamming (7,4) x4p xi bang 0. Ngworc lai, khi
s6 16i bit trén moi khung tang tir hai tré 1én,
BER va FER tdang nhanh, phan anh ré gi¢i
han stra 16i cia m3d Hamming (7,4). Trong
treong hop nay ta can nghi dén nhirng ma
manh hon nhwv md Hamming SEC-DED,
Reed-Solomon... Tuy nhién cidc ma nay
thuat todn ma ho4, gidi ma phirc tap, sé bit
kiém tra thém vao 16n lam gidm hiéu qua
kénh truyén nén viéc xt Iy btrc anh véi ty s6
16i bit 16m van 12 van dé dang dwoc tiép tuc
nghién ctru.
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